BOY TE CONG HOA XA HQI CHU NGHIA VIET NAM

TRUNG TAM THONG TIN Doc lap - Tw do - Hanh phuc
Y TE QUOC GIA
S6: 958 /TTYQG-HTATTT Ha Néi, ngay 14 thang 8 nam 2026

V/v moi gt bao gia cung cap thiét bi cho
nhi¢m vy “Nang cép, hoan thién ha téng
luu trir dir li€u, an toan thong tin tai
Trung tam dwr liéu, B0 Y té”

Kinh gui: Cac don vi, doanh nghiép cung cip thiét bi Cong nghé thong tin

DPé ¢o co s xay dung du toan nhiém vu, lam can cur 1ap bao cao kinh té - ky
thuat cho nhiém vu Nang cap, hoan thién ha tang luu trit dit liéu, an toan thong tin
tai Trung tam dit liéu, Bo Y té, Trung tim Thong tin y té Qudc gia kinh moi cac don
vi tham gia bao gia cung cap thiét bi cong nghé thong tin vdi cac ndi dung sau:

I. Thong tin vé nhiém vu va yéu ciu ky thuit

1. Tén nhiém vu: Nang cép, hoan thién ha téng luu trir di 1iu, an toan thong tin
tai Trung tAm dir liéu, Bo Y té

2. Chu dau tu: Trung tim Thong tin y té Qudc gia

3. Pia diém thyc hién: Trung tim Thong tin y t& Qudc gia, ngd 135/1 Phd Nui
Trac, phuong Giang Vo, TP. Ha Noi

4. Danh muc hang hoa thiét bi va yéu cau k¥ thuat t6i thicu:

Chi tiét danh muc thiét bi, thong sé k¥ thuat, ban quyén va yéu cau trién khai
dugc quy dinh tai Phu luc 01 dinh kém cong van nay.

Hang hoa cung cap moi 100%, duoc san xuét tir ndim 2025 trd lai dy.
I1. Yéu cu ddi v6i bao gia

1. Bao gia

- B4o gia theo mau tai Phuy lyc 02 dinh kém cong vin nay.

- Gia chao d4 bao gom gia thiét bi, dich vu lap dat, cai dat, cau hinh thiét bi, dao
tao/tap huan chuyén giao cong nghé, cac loai thué, phi theo quy dinh ctia phap luat.

2. Thot han hiu luc ctua bao gia

- Bo gia o hiéu luc trong vong 60 ngay ké tir han cudi ciing ndp bao gia



I11. Thoi gian va phwong thire tiép nhéin bio gia
1. Thoi han tiép nhan béao gia

Tir ngay thong bao dén 16h00 ngay 21/8/2026

2. Hinh thire tiép nhan béo gia

- Ban quét (scan didu d6) qua email: dongdt.cntt@moh.gov.vn/
trihd.cntt@moh.gov.vn.

- Ban ¢img (d4u do) tai dia chi: Phong Ha ting va An toan thong tin mang, tang
5, Trung tam Thong tin y t& Qudc gia, Ngd 135/1 Nui Trac, phuong Giang V3, TP.
Ha Noi.

Tran trong./.

Noi nhén: KT. GIA’M DQC
- Nhu trén; ___PHO GIAM DOC
- Giam ddc (dé b/c);

- Céc Pho Giam déc (dé biét);
- Phong HTKH, KHTC (dé p/h);
-Luu VT, HTATTT.

Dinh Hii Long



(Kém theo céng van sé 958 /TTYQG-HTATTT ngay 14 thiang 8 ndm 2026

Phu luc 01
DANH MUC HANG HOA THIET BI VA
YEU CAU KY THUAT TOI THIEU

ciia Trung tam Théng tin y té Quéc gia)

STT | Tén thiét bi Yéu ciu k§ thuat Dt‘;':hvl mi‘;g
1 | Thiét bi | - Kiéu dang: Rackmount 1U B¢ 2
dinh tuyeén | - Nang lyc chuyén tiép IPv4: Up to 19,7 Gbps
(Router) - Thong luong Ipsec: Up to 1,9 Gbps
- Tong s6 cong WAN hozc LAN 1 Gbs trén bo
mach: > 6
- S6 lugng duong ham IPsec: 4000
- Sb lugng phién NAT: 1,2M
- S6 lugng phién Firewall: 512K
- DRAM: > 8 GB
- Luu trir SSD: > 16 GB
- S6 luong route IPv4: 1,6M;
- S6 luong route IPv6: 1,5M
- Ngudn: Dual AC
- Bao hanh: 24 thang
2 | Thiét  bi| - Kiéu dang: Rackmount 1U Bo 2
twong I | _ Giao dién két ndi dap ung tdi thiéu: 8x 1GbE
mang copper ports; 8x 10GbE SFP+ ports, kém theo
(Network | 4x SFP+ transceivers
Firewall)

- Cong quan tri dap g ti thiéu: 1x cong quan
tri

- Luu trit dap tng 5i thidu: 1x 240 GB SSD
storage

- Ngudn dién: 2 ngudn AC

- Thong lugng tuong lira: > 70 Gbps

- Thong lugng IPS: > 12 Gbps

- Thong lugng tuong Ira NGFW: > 10 Gbps

- Thong lugng Threat Prevention/Protection: > 9
Gbps

- Thong lugng IPsec VPN : > 55 Gbps

- S6 két n6i dong thoi: > 7,800,000

- S6 két ndi mai trén gidy: > 350,000




STT

Tén thiét bi

Yéu ciu ky thuat

Don vi
tinh

S6
lwgng

- C¢ tinh ndng VPN cho nguoi dung tir xa, site-
to-site

- Tinh san sang cao: HO tr¢ cau hinh tinh nang
san sang cao voi cac co ché: Active-Active,
Active-Passive

- Tinh nang SD-WAN va Network: load
balancing, NAT, VLAN

- Tinh nang bao mat: NGFW

- Cong cu quan tri: Giao dién GUI/ CLI

- Ban quyén bao vé va cap nhat: > 24 thang

- Bdo hanh: > 24 thang

May chu
(Server)

- Kiéu dang: Rackmount 2U

- Khay dia (Chassis): 08x 2.5" SAS/SATA

- BS vi xtr Iy trung tdm: > 2x Intel® Xeon®
Gold 2.1G, 24C/48T, 20GT/s, 60M Cache

- B6 nh¢ trong: T6i thiéu 4x 64GB hoic
8x32GB RDIMM, 5600MT/s, Dual Rank

- Hd tro tdi da 32 khe cdim DDR5 DIMM

- Card Raid: Ho tro bo nhd dém Cache Memory
> 8GB

- Ho tro céc loai RAID: 0, 1, 5, 6, 10, 50, 60;

- O cling: > 04 x 960G SSD SATA

- Card mang:

+ Dual Port 1Gb On-Board;

+ Dual Port 10GbE SFP+ kém 4 modun SFP+
SR Optic, 850nm (Ghi chii: 2 modun trén cong
may chu va 2 modun trén SW Core)

+ Dual Pgrt 3,2Gb Fibre Channel HBA kém 2
modun két no1 FC 32Gb

- Khe cam mo rong: Hb tro tdi da 8 khe cim
PCle m¢ rong

- Nguon dién: Ho trg 2x PSU, tinh nang du
phong (N+1) va thay thé nong; Cong suat mdi
nguon > 1200W

- HO tro quan tri _qua giao dién web, o cong
quan tri riéng, hd tro tat bat may chi tir xa

- HO tro cai dat cac hé diéu hanh: Microsoft
Windows Server; Microsoft Hyper-V Server;
VMware ESXi...




STT

Tén thiét bi

Yéu ciu ky thuat

Don vi
tinh

S6
lwgng

- Bao hétrnh: > 36 thang va dich vu ho trg, tu van
truc tuyen 24x7

Thiét bi lwu
trit  (SAN
Storage)

- Kich thudc: 2U RACK

- B6 diéu khién chinh: 02 Bo diéu khién chay
song song cho phép thay thé nong

- BO nhé cho moi1 b di€u khién: 8G;

- Dung lugng luu trit: BO dia cing co san: > 4 x
3.84TB SSD + 8 x 2.4TB HDD SAS 10K;

- M6 rong 6 cimg toi da 276 6 cling trén toan hé
thong

- Kha nang hd tro dung luong t6i da 5.72PB (voi
than chinh va full khay mé rong)

- Hb tro str dung cac khay dia cung: 2.5” va 3.5”
drive

- Giao dién két ndi: H tro két nbi FC, iSCSI
(optical or BaseT), SAS

- Sb cong két ndi: C6 sin 8x 32Gb FC kém
transceivers FC32 GB

- Tinh nang phan mém: C6 sén cic phan mém ti
dia: Thin Provisioning, Snapshot, Auto-Tiering

- HG trg RAID 1, 5, 6, 10, or ADAPT RAID.
Cho phép két hop bat ky loai Raid nao trén cung
mot Single Array

- Méqh()a dit liéu:: hd tro ma hoa dljl’ liéu véi cac
loai 6 SSD hoac HDD; Ho6 tro chuan FIPS 140-3
Level 2

- Ngudn cip dién: 02 ngudn

- B4o hanh: > 36 thang, Ho trg dich vu 24 x7,
Onsite thay thé linh kién sau khi x4c dinh 15i vao
ngay lam viéc ké tiép theo tiéu chuén nha cung
cép dich vu

Thiét  bi
chuyén
mach mé
rong
(Switch)

- Chiéu cao rack: 1 RU

- Nang lyc chuyén mach: >170 Gbps

- Tdc @6 chuyén tiép goi tin: >130 Mbps

- Cong 1G RJ-45: 48

- Cong 10G SFP: 4; kém theo 8x SFP+ SR
850nm transceivers

- DRAM: >2 GB

- Flash >4 GB




STT

Tén thiét bi

Yéu ciu ky thuat

Don vi
tinh

S6
lwgng

- VLAN: > 4096

= Mang ao: 1

- Bang thong xép chong: > 80 Gbps

-Tong sb dia chi MAC: > 16,000

- IPv4 routing entries: > 3,000

- IPv6 routing entries: > 1,500

- Ngudn: AC

- H6 Tro Giao Thitc Mang: IPv4, IPv6

- Bdo hanh: > 24 thang

Thiét  bi
bdo  mat
ung dung
(WAF)

- Phan cimg:

+ Kich thudce: 1U

+ Kién trac xu 1y da 15i 64 bit

- Nang luc xu ly: Throughput > 5Gbps

+ Cong két ndi: > 8x1GbE copper port,

+ Storage > 1TB

+ Ngudn dién: HO tro 2 ngudn

- Tinh nang WAF:

+ C6 kha nang chdng lai cac hinh thirc tin cong
web OPSWAT TOP 10

+ Thiét bi phai c6 tinh ning Chdng thay d6i giao
dién Web (Web Anti-Defacement dé phat hién
va ngan chin hinh thirc tin cong thay doi giao
dién).

+ C6 chirc nang API Security bao gdm SOAP,
XML va JSON, WASC Classification

+ C6 thé ngin chin cac loai tan cong phd bién
nhu: SQL injection, XSS, network crawlers,
CSRF, leech, Webshell, local/remote file
inclusion, command injection, sensitive data
leakage

+ HO tro nhiéu co ché xac minh ngudn nhu
CAPTCHA, theo doi phién, anti-scraping va cac
nguon tin cong cling nhu cac ngudn hop phéap dé
dat dugc phan hoi nhanh va phong thii chinh xac
trudc tin cong BOT

- Tw dong hoc luu lugng truy cap, tu dong tao
danh sach trang tich cuc, phong thu chong lai
cac cu(c tan cong "Zero-day"

- HO trg IPv4, IPV6




STT

Tén thiét bi

Yéu ciu ky thuat

Don vi
tinh

S6
lwgng

- Ban quyén: > 24thang

=Bao hanh va hd tro ki thuat: > 24 thang

Twong lira
co so dir
liéu (DBF)

Kiém soat truy cap: Bao v¢ khéi cac cudc tan
cong dua trén cac chinh sach duogc dinh nghia
trude (predefined policies); Cung cap hinh thic
bao vé nhiéu 16p dua trén cac chinh sach bao
mat, tai mdi 16p s& ngin chin luu luong truy cap
ngay lap tirc hodc tiép tuc gidm sat néu can.

Ho tro cong nghé c6 kha ning kiém tra luu luong
dé tao ho so tong hop v€ hanh vi va cau trac

Kha nang kiém toan: hd trg thuc hién kiém toan
cac sy kién theo cac mdc thoi gian (Time Stamp);
gidm sat cac hoat dong trén co s¢ dir liu, thuc
hién luu lai céc thong tin gidm sat dugc va cho
phép xay dung cac bdo cao lién quan;

C6 kha ning truy vét ngudi dung két ndi gian tiép,
truc ti€p to1 CSDL

Hiéu ning sb giao dich/gidy (TPS): 6,000 TPS

S6 lugng Database Agents: 25

S luwong 16 hong Co so dir liéu duoc danh
gid/quan tri (Database Vulnerability
Assessments) : 100

Cac CSDL duogc hd tro tdi thiéu: Oracle DB,
MySQL, Microsoft SQL Server, PostgreSQL,
MariaDB

M0 hinh trién khai: H9 tro trién khai mé hinh du
phong dang Cluster (N+1)"; Agent cai dat trén
may chit CSDL hoat dong theo ché do Sniffing
hoac Inline

Y ¢€u cau cau hinh t61 thi€u cho may chu 4o cai dat:

vCPU: 4 Core

Memory: 83Gb

O cing: 160GB

HO tro cai dat toi thiéu trén cac nén tang o hoa:
vSphere ESXI 6.x/7.x/8.x; Microsoft Hyper-V
2019; Nutanix AHV 6.7

- Ban quyén: > 24 thang

Ban
quyén

Phan meém
kiém soat

- S6 lugng thiét bi hd trg:> 500

- S6 lugng subnets hd trg:> 200

Ban
quyén




STT | Tén thiét bi Yéu ciu k§ thuat Donvi| 50
‘ tinh | lwgng
truy  cap | - Tinh ndng: VLAN Trunking; ARP
(NAC) Enforcement (Out of Band); Inline Enforcement

(VPN); High Availability

- Giai phap cho phép nhin thay cac thiét bi két
ndi vao mang ma khong can yéu cau cai dat
agent tir 46 han ché cac thiét bi khong dang tin
cay

- Giai phap cho phép tich hop véi cac san
pham/dich vu bén thir 3 vé tudong lira, Antivirus,
quan ly ban va...

- Giai phap cho phép sir dung co ché ARP
enforcement va v4i chuyén huéng DNS va
HTTP dé phat hién va chin cac thiét bj khong
xéc dinh c¢b géng truy cip vao mang LAN.

- Giai phap cho phép c6 thé nhan canh bao thong
qua API, syslog dua trén sy kién hoac email tur
nhiéu thiét b bao méat khac nhau va thyc hién
hanh dong khi can thiét.

- Giai phap cho phép thudng xuyén kiém tra véi
may chu Active Directory va XDR dé xac minh
nhiing thiét bi da gia nhap domain va thiét bi
dang tin cdy.

- Y€u cau cau hinh t6i thi€u cho méy chu 4o cai
dat:

+ vCPU: >4 vCPU

+ Memory: > 8Gb

+ O clmg: > 40GB

+ HO tro cai dat trén cac nén tang ao hoa:
Microsoft Hyper-V | Nutanix AHV | Proxmox
VE | VMware ESX

- Ban quyén phan mém kiém soat truy cip mang,
dang vinh vién; Thoi gian ho trg k¥ thuat > 24
thang




STT | Tén thiét bi Yéu ciu k§ thuat Donvi| 50
: ‘ tinh | lwgng
9 Ph?m méI’n - Tinh nang bdao vé/kiém soat dit liu trén Bﬁp 1
chong that | endpoint: quyén

thoat dir
liéu (DLP)

4+ Kiém soat that thoat dit liéu qua cac kénh c6 thé
10 ri nhu: trinh duyét web, mail.

+ Chong that thoat dit liéu dua trén hanh dong
kiém soat hanh vi: Sao chép & Dan (Copy
Control);

+ Ngan chan that thoét dit liéu thong qua viéc in
an (Printer DLP)

+ HO trg nhan dién ky tu quang hoc (OCR -
Optical Character Recognition) hoic co ché nhan
dang khac.

- Tinh nang kiém soat thiét bi:

+ Cho phép ngan chan hodc ghi lai vi¢c sao chép
dir litu tr may tinh sang thiét bi USB;
+ HO trg ma hoa dit liu tép khi sao chép ra thiét
bi ngoai vi (USB)

+ Cho phép ghi lai va luu trir cac tép tin vi pham
chinh sach kiém soat dir liéu

+ Cho phép ngan chan va canh b4o hanh vi khi
thuc hién sao chép tép tin vao thiét bi USB vuot
qua s6 lugng hodc kich thudc cua tép tin trong
mot khodng thoi gian xac dinh

- Tinh nang nhan dang dir liéu va quan ly chinh
sach

+ C6 kha nang phan loai hodc nhan dang dir li¢u
theo nhiéu co ché bao gdom: Keywords,
dictionaries, regular expressions, thresholds.
+ C6 kha nang phan loai, gdn nhan dir li¢u theo
thoi gian thuc

+ Hb tro quan 1y truy cap dya trén vai trd ngudi
dung

+ Cho phép ngan chdn hanh vi chyp man hinh
(Screen Control) chtra cac tai li¢u da dugc phan
loai hodc kiém soat va ghi lai nhat ky hanh dong
+ Cho phép thiét 1ap cac chinh sach miu dugc
dinh nghia trudc dé nhan dang va phan loai thong
tin

+ C6 kha nang do quét dir liéu bi mat hodc nhay
cam trén thiét bi dau cudi




STT

Tén thiét bi

Yéu ciu ky thuat

Don vi
tinh

S6
lwgng

- Hb tro trién khai thanh phan quan tri tip trung
tai cho (On-Premise)

- Hb trg xéac thyuc hai yéu t6 khi ding nhap vao
trung tam dieu khién (Console)

- Hd tro trién khai Agent trén cac nén tang hé diéu
hanh sau:

- Windows 10, Windows 11

- Windows Server 2016 trd 1én

- MacOS 11.0 Big Sur tré Ién

- Linux: Ubuntu; OpenSUSE; CentOS; RedHat;
Oracle Linux; Debian

C6 chiic ndng quan tri qua giao di¢n
(Management Console)

- Tinh ndng canh bao va bio cédo
+ HO trg canh bao qua email dén ngudi quan tri
+ HO trg xuat bdo cao dinh ky

Ban quyén: 24 thang

- Chtric nang quan tri qua giao di¢n
(Management Console): Co6

- Ban quyén: > 24 thang

10

Thiét bi lru
triv dir liéu
du phong
(Backup
NAS)

- Rackmount: 3U

-CPU : 1 CPU, 8 core, 2.1GHz

- Bo nh6 hé théng: 16 GB DDR4 (16 GB x 1),
Ho6 trg mo rong 6 khe cdm bd nhé

- Khay 6 dia: 16

- O cling: 6 x 20TB

- S khay b dia toi da véi thiét bi mé rong: 40

- Loai 6 dia twong thich: 3.5" SATA HDD, O
SSD SATA 2,5"

- Giao dién két n6i mang (Network): 2 cong
RJ45 10GbE;

- Giao thtrc File: SMB, AFP, NFS ,FTP,
WebDAV, Rsync

- Rail Kit lap dat: C6

- Nguon: Redundant Power

- Bdo hanh: 24 thang

11

Tua Rack

- Loai ti: 42U, 19 inch




STT

Tén thiét bi

Yéu ciu ky thuat

Don vi
tinh

S6
lwgng

- Kich thudc : Cao>1860 mm; Rong> 600 mm;
Sau>1000 mm

- Mau sac: Pen

- Thanh nguén:

+ Pién ap dau vao 220-240 V

+ Dong dién toi da 32A

+ Kha nang chiu tai > 7400 VA

+ Pién ap dau ra 220-240 V

+ S6 lwong chan cam tdi thiéu: 20x IEC C13; 4x
IEC C19

- B4o hanh: > 12 thang




Phu luc 02
MAU BAO GIA
(Kém theo céng van so /TTYQG-HTATTT ngay  thang nam 2026
ciia Trung tam Théng tin y té Quéc gia)
DPon gia | Thanh
Chu (dd bao | tién (da
A , o ~ hinh, gom | bao gom
STT IE;“ IIEZ Nhin 1\;::1 Xuét Hsgl:lg tinh Dv"i“ Khéi [Ma| thué, | thué,
h()ag hi¢u higu Xuit xu Xuit ning ky tinh lwong| HS| phi, 1 | phi, I¢
: thuat co phi (néu | phi (néu
ban c0)) c0))
(VND) | (VND)
1
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