BO Y TE CONG HOA XA HQI CHU NGHIA VIET NAM

TRUNG TAM THONG TIN Doc 1ap — Tw do — Hanh phiic
Y TE QUOC GIA
Sb: 175 /TB-TTYQG Ha Néi, ngay 09 thang 12 nam 2025
THONG BAO

vé viéc moi hgp tac t6 chirc cac chwong trinh tip huin
veé an toan thong tin trong nganh Y té nam 2026

Can ctr Quyét dinh sb 2233/QD-BYT ngay 19/5/2025 cua Bo trudong Bo Y
té vé viéc ban hanh Quy ché T6 chirc va hoat dong ctia Trung tdm Thong tin y té
Quéc gia;

Can ctr Quyét dinh sb 1472/QD-BYT ngay 29/5/2024 ciia BO Y té vé viée
phé duyét 06 Chuong trinh tap huan vé an toan thong tin trong nganh Y té;

Can ctr Ké hoach sb 12/KH-TTYQG ngay 7/3/2025 ciia Giam dbc Trung tim
Théng tin y t& Qudc gia vé viéc Kinh doanh dich vu tap huin vé an toan thong tin
nam 2025; Ké hoach s6 13/KH-TTYQG ngay 7/3/2025 cta Giam dbc Trung tim
Thong tin y t& Qudc gia vé viéc Trién khai thuc hién to chtic tap huin an toan
thong tin trong nganh Y té;

Trung tam Thong tin y t& Qudc gia ¢ nhu cau tim kiém ddi tac to chirc cac
chuong trinh tdp huan an toan thong tin trong nganh Y té€, thong tin cu thé
nhu sau:

1. Pon vi t6 chitc cac chuong trinh tap huin vé an toan thong tin trong nganh
Y té.

2. Phuong thirc hop tac:
- T6 chire truc tiép.

- Pbi tac cung cip giang vién, trg giang, hoi trudng, phong hoc, may tinh,
trang thiét bi va cac yéu cau khac theo thoa thuan. ..

(Cac noi dung chi tiét tai phu luc dinh kem)
3. Hd so dé xuat gom:

- Cong van dé xuat hop tac.

- Ho so ning lyc phap 1y.

- Hb so nang lyc kinh nghiém (Béo gia; S6 nam kinh nghiém; Cac hop dong
da trién khai...).

- Céc tai liéu khac (néu c¢9).
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4. Thoi han tiép nhén hd so: Trong vong 07 ngay 1am viée ké tir ngdy ban
hanh thong bao nay.
5. Cach thie ndp hd so dé xuat:

Déi tac ndp ho so truc tiép tai tru sé cua Trung tim Thong tin y t& Qudc gia,
ngd 135/1 phd Nui Tric, Giang VS, Thanh phd Ha Nbi.

6. Dau mdi lién hé:

- Ba Vii Thi Diép, phong Hb tro khach hang, Trung tim Théng tin y t& Qudc
gia. Dién thoai: 098.335.8485

Tran trong./.

Noi nhin: KT. GIAM bOC
- Giam déc (d& bao cao); 3GIAM POC
- Cac Pho Giam ddc (dé biét); _ / — N =

- Céc phong/don vi (d¢ p/h); 3 )

- T4 chirc, doanh nghiép CNTT; [ TRUNG TRM ) &
CITHONG TINS 1iim. )
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Hai Long



Phu luc

_YEU CAU CHI TIET VE TIEU CHUAN GIANG VIEN,
TRQ GIANG, TRANG THIET Bl TO CHU'C CAC CHUONG TRINH
TAP HUAN

(Kém theo Thong bdo so 175 /TB-TTYQG ngay 09 thang 12 nam 2025
ciia Trung tam Thong tin y té Quoc gia)

I. Nhén thic vé an toan thong tin cho nguoi diing

- Sb lugng hoc vién: Khoang 50-100 hoc vién/01 16p

- Thot lugng: 01 ngay
1. Tiéu chudn giing vién

- S6 luong: 01 nguoi/01 16p.

- Trinh d6 Pai hoc tré 1én nganh dao tao vé cong nghé thong tin hodc cac
nganh gan dao tao vé cong nghé thong tin dugc quy dinh tai Thong tu sb
08/2022/TT-BTTTT ngay 30/6/2022 cia B6 Thong tin va Truyén thong Quy dinh
ma s, tiéu chuan, chtrc danh nghé nghiép va xép luong dbi voi vién chuc chuyén
nganh cong ngh¢ thong tin, an toan thong tin.

- Giang vién yéu cau can c6 tbi thiéu mot trong cic chimg chi chuyén mén
vé an toan thong tin nhu: CEH; CHFI; Security+; SSCP; GSEC; ECIH; LPT;
CISSP;... hoac tuong duong con thoi han.

2. Tiéu chuén tro giding

- Sb luwong: 01 nguoi/0l 16p. ‘

- Trjnh do Dbai hqc tro 1én nganh dao tao vé€ cong nghé thong tin hodc cég
nganh gan dao tao vé cong nghé thong tin dugc quy dinh tai Thong tu so
08/2022/TT-BTTTT ngay 30/6/2022 cua B¢ Thong tin va Truyen thong Quy dinh

ma s, tiéu chuan, chtrc danh nghé nghiép va xép luong dbi voi vién chuc chuyén
nganh cong ngh¢ thong tin, an toan thong tin.

3. Thiét bi, hoc ligu cho khéa hoc tgp huin

Céc thiét bi, hoc liéu cho khoa tap huin

Trang thiét bi cho khoa hoc:

- 01 May chiéu, man chiéu hoic 01 man hinh. o

- May tinh dung cho hoc vién (mo6i ngudi mot may va cd két néi mang
Internet, ban ghé, but viét...).

- May tram gia 13p may tinh nguoi dung. ‘ ?

- May chu gia lap may chu email va gia 1ap may tinh diéu khién cua ke

tan cong.

- Thi€t bi tuong lua. )

- Thiét bi Switch, Router gia 1ap h¢ thong mang.



- 02 May chu.

- 01 Bo chuyén mach -24 cong.

- 01 B dinh tuyén.

- 01 Tuong ltra.

- 01 B6 phat wifi chuyén dung.

Cong cu cua khoa hoc:

- Cong cu gia lap hé thong gia mao dé danh lira nguoi dung (cong cu hd tro
Social Engineering, Phishing).

- Cong cu hd trg moi truong tin cong ngudi dung bang str dung ma doc, khai
thac 16 hong mdy tinh c4 nhan.

- Cac cong cu hd trg boc gd, lam sach ma doc trén may tinh, cong cu
Anti-virus.

- Cong cu gia lap hé diéu hanh di dong Android.

- Cong cy sao luu, phuc hoi dir liéu.

I1. Panh gia an toan thong tin cho cac hé thong thong tin nganh Y té

- Sb lugng hoc vién: Khoang 25-30 hoc vién/01 16p

- Thoti luong: 03 ngay
1. Tiéu chudn giing vién

- S6 lugng: 01 nguoi/ 01 16p

- Trinh d§ Pai hoc trd 1€n nganh dao tao vé cong nghé thong tin hodc cac
nganh gan dao tao vé cong nghé théng tin dugc quy dinh tai Thong tu sd
08/2022/TT-BTTTT ngay 30/6/2022 cia B6 Thong tin va Truyén thong Quy dinh
ma s6, tiéu chuan, chtrc danh nghé nghiép va xép luong dbi voi vién chic chuyén
nganh cong nghé thong tin, an toan thong tin.

- Giang vién yéu cau can c6 tdi thiéu mot trong cac ching chi chuyén mon
vé an toan thong tin nhu: CEH; CHFI; Security+; SSCP; GSEC; ECIH; LPT;
CISSP;... hoac tuong duong con thoi han.

2. Tiéu chudén tro giding

- S6 lwong: 01 ngudi/ 01 16p

- Trinh d§ Pai hoc trd 1én nganh dao tao vé cong nghé thong tin hodc cac
nganh gan dao tao vé cong nghé théng tin dugc quy dinh tai Thong tu sd
08/2022/TT-BTTTT ngay 30/6/2022 cua Bo Thong tin va Truyén thong Quy dinh
ma s, tiéu chuan, chirc danh nghé nghiép va xép lwong dbi voi vién chic chuyén
nganh cong nghé thong tin, an toan thong tin.

3. Thiét bi, hoc ligu cho khéa hoc tip huin
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Céc thiét bi, hoc li¢u cho khoa tap huin

Trang thiét bi cho khoa hoc:

- 01 Bo May chiéu, man chiéu hoac 01 man hinh.

- M4y tinh dung cho hoc vién (mdi ngudi mot may va co két ndi mang
Internet, ban ghé, but viét...).

- Hé thong may tram sir dung cho mdi hoc vién, may cha dé gia lap hé thong
website/ cong thong tin dién tir.

- Heé thong tuong lra.

- Hé théng thiét bi mang Switch, Router.

- 02 May chu.

- 01 Tuong ltra.

- 01 B6 phat wifi chuyén dung.

Cong cu cua khoa hoc:

- Cong cu ra quét va kiém tra danh gia ATTT tng dung Web (Burp suite,
Acunetix).

- Cong cu kiém tra danh gia an toan thong tin cho mdy chu, may tram
(Nessus), OSINT.

III. Khoi phuc dir liéu

- S6 luong hoc vién: Khoang 20-25 hoc vién/1 16p

- Thoi lugng: 03 ngay
1. Tiéu chudn gidng vién

- S6 luwong: 01 ngudi/ 01 16p.

- Trinh d6 Pai hoc trd 1én nganh dao tao vé cong nghé thong tin hoac cac
nganh gan ddo tao vé cong nghé thong tin dugc quy dinh tai Thong tu sb
08/2022/TT-BTTTT ngay 30/6/2022 ctua Bo Thong tin va Truyén thong Quy dinh
ma s, tiéu chuan, chtrc danh nghé nghiép va xép luong dbi voi vién chuc chuyén
nganh cong ngh¢ thong tin, an toan thong tin.

- Giang vién yéu cau can co tbi thiéu mot trong cac chung chi chuyén mon
vé an toan thong tin nhu: CHFI; CEH; Security+; SSCP; GSEC; ECIH; LPT;
CISSP; EDRP... hodc tuong duong con thoi han.

2. Tiéu chudn tro giing

- S6 lwong: 01 nguoi/ 01 16p.

- Trinh d6 Pai hoc trd 1én nganh dao tao vé cong nghé thong tin hoac cac
nganh gan ddo tao vé cong nghé thong tin dugc quy dinh tai Thong tu sb
08/2022/TT-BTTTT ngay 30/6/2022 ctia B6 Thong tin va Truyén thong Quy dinh
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ma s6, tiéu chuan, chtrc danh nghé nghiép va xép luong dbi voi vién chic chuyén
nganh cong nghé thong tin, an toan thong tin.
3. Thiét bi, hoc ligu cho khéa hoc tdp huin

Cac thiét bi, hoc lidu cho khéa tap huin

Trang thiét bi cho khoa hoc:

- 01 May chiéu, man chiéu hodc 01 man hinh.

- May tinh dung cho giang vién va hoc vién (mdi ngudi mot may va co két
ndi mang Internet, ban ghé, bang viét, bt laser...).

- May chu cai dat cac cong cu khoi phuc dir lidu.

- 02 May chu.

- 01 Bo chuyén mach -24 cong.

- 01 Bo dinh tuyén.

- 01 Tuong Itra.

- 01 Bo phat wifi chuyén dung.

Cong cu cua khoa hoc:

- Phan mém phuc vu viéc khoi phuc dit ligu.

- Cong cu khoi phyc dir liéu tuong tu: PC3000/FTK/Encase,...

IV. Ung phé s ¢ an toan thong tin

- S6 lwong hoc vién: Khoang 25-30 hoc vién/01 16p

- Thoi luong: 03 ngay
1. Tiéu chudn giing vién

- S6 luong: 01 nguoi/01 16p

- Trinh d§ Pai hoc trd 1€én nganh dao tao vé cong nghé thong tin hoac cac
nganh gan dao tao vé cong nghé thong tin dugc quy dinh tai Thong tu sd
08/2022/TT-BTTTT ngay 30/6/2022 ctia B6 Thong tin va Truyén thong Quy dinh
ma s6, tiéu chuan, chtrc danh nghé nghiép va xép luong dbi voi vién chic chuyén
nganh cong nghé thong tin, an toan thong tin.

- Giang vién yéu cau can c6 tbi thiéu mot trong cac chimg chi chuyén mén
vé an toan thong tin nhu: CEH; CHFI; Security+; SSCP; GSEC; ECIH; LPT;
CISSP;... hoac tuong duong con thoi han.

2. Tiéu chuén tro giding

- S6 luwong: 01 ngudi/0l 16p

- Trinh d6 Pai hoc tré 1én nganh dao tao vé cong nghé thong tin hodc cac
nganh gan dao tao vé cong nghé théng tin dugc quy dinh tai Thong tu sd
08/2022/TT-BTTTT ngay 30/6/2022 cua Bo Thong tin va Truyén thong Quy dinh
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ma s6, tiéu chuan, chtrc danh nghé nghiép va xép luong dbi voi vién chic chuyén
nganh cong nghé thong tin, an toan thong tin.
3. Thiét bi, hoc ligu cho khéa hoc tdp huin

Céc thiét bi, hoc lidu cho khéa tap huin

Trang thiét bi cho khoa hoc:

- 01 May chiéu, man chiéu hodc 01 man hinh.

- M4y tinh dung cho hoc vién (mdi ngudi mot may va co két ndi mang
Internet, ban ghé, but viét...).

- May tram, may chu.

- 02 May chu.

- 01 Bo chuyén mach -24 cong.

- 01 Bo dinh tuyén.

- 01 Tuong Itra.

- 01 Bo phat wifi chuyén dung.

Cong cu cua khoa hoc:

- Cong cuy phan tich ma ddc: Sysinternal; procexp, procmon, wireshark, Olly
Dbg, IDA Pro.

- Cong cu diéu tra sé: FTK, Autopsy, Volatility, Log analysis. ..

V. Phan tich, boc g& ma doc

- S6 lwong hoc vién: Khoang 25-30 hoc vién/01 16p

- Thot lugng: 03 ngay
1. Tiéu chudn giing vién

- S6 luong : 01 nguoi/01 16p

- Trinh d6 Pai hoc trd 1én nganh dao tao vé cong nghé thong tin hoac cac
nganh gan dao tao vé cong nghé thong tin dugc quy dinh tai Thong tu sb
08/2022/TT-BTTTT ngay 30/6/2022 cia B6 Thong tin va Truyén thong Quy dinh
ma s, tiéu chuan, chtrc danh nghé nghiép va xép luong dbi voi vién chuc chuyén
nganh cong ngh¢ thong tin, an toan thong tin.

- Giang vién yéu cau can c6 tbi thiéu mot trong cic chimg chi chuyén mén
vé an toan thong tin nhu: CHFI; Security+; SSCP; CEH; GSEC; ECIH; LPT;
CISSP;... hoac tuong duong con thoi han.

2. Tiéu chudn tro giing

- S6 luong: 01 nguoi/ 1 16p

- Trinh d6 Pai hoc trd 1én nganh dao tao vé cong nghé thong tin hoac cac
nganh gan dao tao vé cong nghé théng tin dugc quy dinh tai Thong tu sd
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08/2022/TT-BTTTT ngay 30/6/2022 cia B6 Thong tin va Truyén thong Quy dinh
ma s, tiéu chuan, chtrc danh nghé nghiép va xép luong dbi voi vién chuc chuyén
nganh cong ngh¢ thong tin, an toan thong tin.

3. Thiét bi, hoc ligu cho khéa hoc tdp hudin

Céc thiét bi, hoc liéu cho khoa tap huin

Trang thiét bi cho khoa hoc:

- 01 May chiéu, man chiéu hodc 01 man hinh.

- M4y tinh dung cho hoc vién (mdi ngudi mot may va co két ndi mang
Internet, ban ghé, but viét...).

- May chu gia 1ap méi truong luu trit, chia sé ma doc.

- Thiét bi may chu va thiét bi mang (Switch, router), may chu gia 1ap moi
truong két ndi ma doc.

- 02 May chu.

- 01 Bo chuyén mach -24 cong.

- 01 Bo dinh tuyén.

- 01 Tuong ltra.

- 01 Bo phat wifi chuyén dung.

Cong cu cua khoa hoc:

- Cong cu phan tich tinh va cong cu dich ngugc: HxD, Hash Calculator,
String, Detect-It-Easy, IDA pro, Ollydbg, PEiD (PE iDentifier), javascript-
obfuscator ...

- Cong cu phan tich dong: Sysinternals suite, wireshark, Cuckoo Sandbox,
Regshot...

VI. Giam sit an toan h¢ thong thong tin

- S6 lwong hoc vién: Khoang 25-30 hoc vién/1 16p

- Thoi luong: 03 ngay
1. Tiéu chudn giing vién

- S6 lwong : 01 ngudi/01 16p.

- Trinh d6 Pai hoc trd 1én chuyén nganh vé cong nghé thong tin hodc cac
nganh gan dao tao vé cong nghé théng tin dugc quy dinh tai Thong tu sd
08/2022/TT-BTTTT ngay 30/6/2022 ctia Bd Thong tin va Truyén thong Quy dinh
ma s6, tiéu chuan, chtrc danh nghé nghiép va xép luong dbi voi vién chic chuyén
nganh cong nghé thong tin, an toan thong tin.

- Giang vién yéu cau can c6 tbi thiéu mot trong cic chimg chi chuyén mén
vé an toan thong tin nhu: CEH; CHFI; Security+; SSCP; GSEC; ECIH; LPT;



9

CISSP;... hoac tuong duong con thoi han.
2. Tiéu chudn tro giing

- S6 luwong: 01 nguoi/01 16p.

- Trinh d6 Pai hoc trd 1én chuyén nganh vé cong nghé thong tin hodc cac
nganh gan dao tao vé cong nghé thong tin dugc quy dinh tai Thong tu sb
08/2022/TT-BTTTT ngay 30/6/2022 ctia B6 Thong tin va Truyén thong Quy dinh
ma s6, tiéu chuan, chtrc danh nghé nghiép va xép lwong dbi voi vién chic chuyén
nganh cong ngh¢ thong tin, an toan thong tin.

3. Thiét bi, hoc ligu cho khéa hoc tdp huin

Céc thiét bi, hoc liéu cho khoa tap huin

Trang thiét bi cho khoa hoc:

- 01 May chiéu, man chiéu hodc 01 man hinh.

- May tinh dung cho hoc vién (mdi ngudi mot may va cé két ndi mang
Internet, ban ghé,bl'lt viét,.. ).

- 02 May chu.

- 01 Bo chuyén mach-24 cong.

- 01 Bo dinh tuyén.

- 01 Tuong ltra.

- 01 Bo phat wifi chuyén dung.

Cong cu cua khoa hoc:

- Cong cu phuc vu giam sat tuong tu nhu: Splunk/AlienVault/OSSIM/ELK.

- Céc cong cu phat hién 16 héng bao mat twong ty nhu: Nmap, Nessus,
Acunetix, Nikto...



